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How are we getting on?

Status check:

 Documents

 DPO appointed

* Training

* Culture change

* Breaches and/or near misses?
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How are we getting on?

Status check:
« What’s left to do?
 What’s your biggest worry?

 What would you do differently?
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This session

Governance structure

Discharging the duty across a MAT
Training and updating

Culture change

. Your top tips
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But first, a real MAT case study...
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NPAT Trust history

« Established 2012

* 11 primary schools

e 14 sites

* 4,500 children

e 700 staff and volunteers
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Our approach to GDPR: Chang

ing the culture

« May 2018 - GDPR month
within the Trust:

* Training by Browne Jacobson
and DPO for SLT and GB

o All staff and volunteers
complete online training

« Regular drip-feed of GDPR
Bulletins

GDPR

GENERAL DATA PROTECTION REGULATIONS

What is GDPR?

Keeping data safe s the SRR RgE Coy
responsibility of every ~ [AAROMINA .

Individual In the Trust’
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| Loss and Personal Impact -~

Subject Access Requests Processing Data
Retention and Data Breaches +Why do we need the data?
and X coas Roquastsc I you recuive 60 of 1 we don’t need it, we shouldn’t be
Destruction »- processing it
H f Dat: b 2
irms rofosen ot = « What are we going to do with it?
Ve keep dara of many ciferent b We'll understand who we share with.
many e forma. Ve 3o hay
thet data for spechc lergehs of
Espoia of 3 In Do can

« How are we going to control occess?

o " By understanding how to keep data
IRAS! b 3 schos toel it wheh desats 3l of e the e of safe and secure.

Basis for Processing

30 schoo admn offces. The ok can be
found s

It /lrms.orgu/page SchaslToalkis

3. LEGAL OBUGATION
4. CONSENT

3 . 5. VITAL INTERESTS
... and will train our people so they can

...ad explain clesrly why we need data.
dota.

adata map of the types of data we hold.

«undn dealing with GDPR and Issues that may arise. 6. LEGITIMATE INTERESTS

If you have any questions please contact: Ian Sharpe - DPO - 07766 011391 - dpo@npatschools.org

UNDERSTANDING L) PROCEDURES = GDPR COMPLIANCE
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Our approach to GDPR: Changing the culture

 May 2018 - GDPR month
within the Trust:

« All staff admin receive
specific training and support
data mapping

« All staff have GDPR support
cards

* DPO -v- DSL analogy

.
I g
Data Protection Officer (DPO) D

 0PO I DsL _

What will the DPO do.......
* Named single point of contact for the Trust with the ICO
* Keep up with developments in legislation
* Implementation of policy and train employees
* Data audits
* Suitably qualified and have an understanding of Data Protection
« Deal with Subject Access Requests, Data Breaches and processes

Don’t reinvent the wheel!

Educational Excellence: Creating Opportunities and Enriching Lives
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Help cards

GDPR SUPPORT

GENERAL DATA PROTECTION REGULATIONS ACADEMY TRUST PARTNERSHIT

NPAT has a responsibility to keep all data it uses safe and secure. Please
contact the NPAT Data Protection Officer if you have any GDPR queries
regarding processing data, Subject Access Requests or Data Breaches.

Contact the DPO IMMEDIATELY if you have lost data

Name: Questions the DPO will ask when you contact them about lost data:
« Who was responsible for the data?
Your name, school and position.
www.npatschools.org « When did you last have possession of the data?
Date and time.
« What form was the data being stored in?
Hardcopy, written notes, email, photos, audio, video.
« Where was the data being stored at the time it went missing?
Describe where the data was when it was lost.
« What data has gone missing?
Describe the information contained in the data.
« Who will the missing data affect?
Names of individual people whose data is at risk.

Remember, if in doubt, contact the DPO!

DPO: lan Sharpe 07766 011391 dpo@npatschools.org
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Bulletins

GDPR

GENERAL DATA PROTECTION REGULATIONS

Processing |

The new GDPR regulations are clear about the
retention of data, if we don’t need it, we shouldn’t
be processing it. Although schools have been
processing data successfully for a number of years,
schools are generally guilty of keeping more than
they actually need. We should see the introduction
of GDPR as an opportunity

for a spring clean with data
we hold In our schools across

Processing Data

«Why do we need the data?

If we don’t need it, we shouldn’t be
processing it.

Topics Covered This Week:

Subject Access Requests
Data Breaches

Data Retention a
Destruction

Topics Covered This Week:

the Trust. Like any good
spring clean there will be o) Kosnkes Data Sile
information that you will With both Subject Access Requests (SAR) and Data ping
know instantly whether It Brﬂ:hes we must respond as a Trust in an * Frequently Asked Questions
:‘muld b:n kemlmvwed effective, efficient and timely manner to any
iowever, there will be some
data that you are not so sure N Thog W oL (b v | For those of you who use memory sticks, these will
about.  This is where In this week’s bulletin | will go through the time no longer be allowed. Office 365 must be used for
common sense comes into play and many of you | mot frames, procedures and what
have been asking questions about this. Over the | dat you will need to contribute. 1
remainder of the term we will decide If this | pro ‘we must respoi Two Weeks To Gol * %
information should stay or go. For example, | have that mm :m-. ”::ww: o e Topics Covered This Week:
been having discussions with EYFS staff across the | carc 3 i .
Trust about the range of data they use and if | Sen have had one SAR 5o far in Trust in an effe A% NPAT:staff and gevernons BRIT complets this What is GDPR?
current practions cen contioye: | GDFR lsnothere to | ;sect LR Do, ‘?f;‘s efficient and til of s st and govermars to complets the raining
top e e | will_be handsomely rewarded|  Is getting e . Types of Personal Data
: Z Wit & the. new _lglistion manner to any | competitive with two weeks to gol
opics Cover Is Week: embeds itself. ASAR must be GDPRIs | GENERAL DATA PROTECTION REGULATIONS Staff and Governor Training
pics e tor
= submitted in writing which (R PRSI Y T So far, a third of our people in the Trust have | keep the
« GDPR Dos and Don’ts } may include, letter, email or registered and started to complete the traininy The fo GDPR Definitions
the even a message posted on There have been a few teething problems this | common What is GDPR UK’s independent public body responsible for
+ Processing Data ] social media. If your school or you as an individual | o o ot i sttached help sheet from Sporgy | lead toa upholding information rights and data privacy. They
receives a SAR please send it to me immediately. | | | ephant wil resol lssues some staff have may take enforcement action against any UK
reputs i * Poor y ny
If you have any questio will check that the SAR Is clear about what Im‘;m_ ::‘.;"’;’;;':ﬁ‘::'"‘:‘g" Mo by thowe Who ary Welcome to Northampton Primary Academy Trusts | organisations that do not process a person's data Types of Personal Data
personal data is required. | will then acknowledge [ (E%C : ® oS | GOPR Bulltin. The new General Data Protecton | correcty o keep t secure. They will have the abilty
the SAR and inform the sender of the next stages maxdir Everyone gets a certificate on completion and the Regulations (GDPR) come into force across Europe on | to fine an organisation that is found to be at fault up
in the process. As DPO | will coordinate the [ (" resources can be accessed on any device. To get | o Logs, the 25th May 2018 to 8 maximum fine of 20 milfon euros! Although
response and handle all communication with the started click on on the fink below: bl e Rt o Tt Sl e
person who has submitted the SAR. We have one o deasdol s This is the first of four buletins which will be released
calendar month to respond to the SAR and this o3/ wraew aponKyelephant comfnpat/ o Shari every Friday to help ALL staff and governors in NPAT :“"“"‘: sy “:';’:‘;’]‘ = “"“‘3" :;:'WM'
includes weekends and school holidays. Requests finid to understand what the new regulations mean for us. | 2¢€" fined. So, what s all mean for
made over the summer holidays may mean some * Incor It doesn't matter what your role Schools have always had to
delay in responding due to us not having access to . docu is in our Trust, we all need to get [IED i process personal data and have
the data requested while schools are closed. Your P PVl “90% of all data in the it
legislation. world today has been [ S IELIREER
you have any question| spon elephant However, schools like any other
[ !fyouhave any question pongyelep POV rccted in past few years’ :
different now to what It did in am:u:;‘"" ; n;':”::i
1998 when th t Dat ' ol
ALL NPAT Staff and Governors Sk o l:m:m:';:: 1o force. 90% of all data | t€ requirements of the new GOPR legisiation. Last
MUST complete by May 25th in the worid today has been created n the past few | MONdaY evening our waining as 3 Trust got off 10 2
years, There & now a wealth of information at our | 8763t stat for senior leaders and governors with a
i i S abastions fingertips in many different forms. Unfortunately, | $2550n led by Philip Wood, a slicitor from Browne
y g there have been many cases reported where the | 135ODSOn our legal advisors. Over the next few weeks
sharing of individuals personal data without their we will be training staff and governors on the new
permision has happened. The new regulations aim | GOPR legisiation o everyone: understands what It
to make the use of personal data more secure than | Me2Ns. Please take the time to take part n the
e bofors. required training and read the weekly bulletins. Thank
ut
The Information Commissioner’s Office (ICO) is the o NPAT Data Prot n Officer (DPO)

If you have any questions please contact: lan Sharpe Data Protection Officer (DPO) dpo@npatschools.org
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Since 25 May: Working with people

« New staff GDPR induction
« Sharing what’s gone well...and what has not

» 7 near misses - but procedures worked

* NPAT on receiving end of a near miss A ‘.i‘ ,. .
 PBulletins and data audits x
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NPAT’s MAT top tips

1. People are the biggest GDPR risk...work with them
2. Appoint the right DPO for your MAT
3. Purchase Browne Jacobson toolkit and helpline

4. Use DPO -v- DSL analogy as staff and volunteers
understand this already
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NPAT’s MAT top tips

5. Do the paperwork and create processes that are
“done with” not “done to”

6. Be consistent and use common sense

7. Change the culture! . ¥ «*,. » *
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Governance structure

« Do you report to your trustees?

* |If so, how and when?

* Do you have a GDPR lead trustee?

* Is GDPR a standing item on their meeting agenda?

* Risk register
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Discharging the duty across a MAT

» Consistent policies and procedures
« Retention
« Breach
* SARs
« Overall compliance

* Your team

« Two way information sharing
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Discharging the duty across a MAT

* Do your academies tell you about:
* Near misses
« Breaches
* SARs
« Good ideas
* Learning opportunities

 DPO team meetings

o Audit
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Training and updating

« Have you?
« What methods?

* What about ongoing updating?

« Remember what the ICO has said...
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What the ICO has said to schools

Reviewing the effectiveness of your
current data protection training in
order to promote a culture of
improvement...the ICO would
recommend more active learning, for
example using knowledge based
testing of GDPR to ensure staff
awareness of their responsibilities
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What the ICO has said to schools

Also consider your methods of control,
delivery and monitoring of such
training...

should also be tailored to specific

roles
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What the ICO has said to schools

ICO recommends, as good practice,
that refresher training is carried out
annually. However, the ICO also
recognises that some organisations
may be restricted by available
resources but would recommend that,
in such cases, refresher training does
not exceed two years
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Training and updating

* Did you measure outcomes?

« What is your ongoing training and updating plan?
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How have you gone about it?
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Help cards

GDPR SUPPORT

GENERAL DATA PROTECTION REGULATIONS ACADEMY TRUST PARTNERSHIT

NPAT has a responsibility to keep all data it uses safe and secure. Please
contact the NPAT Data Protection Officer if you have any GDPR queries
regarding processing data, Subject Access Requests or Data Breaches.

Contact the DPO IMMEDIATELY if you have lost data

Name: Questions the DPO will ask when you contact them about lost data:
« Who was responsible for the data?
Your name, school and position.
www.npatschools.org « When did you last have possession of the data?
Date and time.
« What form was the data being stored in?
Hardcopy, written notes, email, photos, audio, video.
« Where was the data being stored at the time it went missing?
Describe where the data was when it was lost.
« What data has gone missing?
Describe the information contained in the data.
« Who will the missing data affect?
Names of individual people whose data is at risk.

Remember, if in doubt, contact the DPO!

DPO: lan Sharpe 07766 011391 dpo@npatschools.org

Lexcel ¢y nvesrors TS brownejacobson

e N & IN PEOPLE ' x ion advi
. . eAncation isovs

NORTHAMPTON PRIMARY

ACADEMY TRUST PARTNERSHIF



Bulletins

GDPR

GENERAL DATA PROTECTION REGULATIONS

Processing |

The new GDPR regulations are clear about the
retention of data, if we don’t need it, we shouldn’t
be processing it. Although schools have been
processing data successfully for a number of years,
schools are generally guilty of keeping more than
they actually need. We should see the introduction
of GDPR as an opportunity

for a spring clean with data
we hold In our schools across

Processing Data

«Why do we need the data?

If we don’t need it, we shouldn’t be
processing it.

Topics Covered This Week:

Subject Access Requests
Data Breaches

Data Retention a
Destruction

Topics Covered This Week:

the Trust. Like any good
spring clean there will be o) Kosnkes Data Sile
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data that you are not so sure N Thog W oL (b v | For those of you who use memory sticks, these will
about.  This is where In this week’s bulletin | will go through the time no longer be allowed. Office 365 must be used for
common sense comes into play and many of you | mot frames, procedures and what
have been asking questions about this. Over the | dat you will need to contribute. 1
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response and handle all communication with the started click on on the fink below: bl e Rt o Tt Sl e
person who has submitted the SAR. We have one o deasdol s This is the first of four buletins which will be released
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includes weekends and school holidays. Requests finid to understand what the new regulations mean for us. | 2¢€" fined. So, what s all mean for
made over the summer holidays may mean some * Incor It doesn't matter what your role Schools have always had to
delay in responding due to us not having access to . docu is in our Trust, we all need to get [IED i process personal data and have
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i i S abastions fingertips in many different forms. Unfortunately, | $2550n led by Philip Wood, a slicitor from Browne
y g there have been many cases reported where the | 135ODSOn our legal advisors. Over the next few weeks
sharing of individuals personal data without their we will be training staff and governors on the new
permision has happened. The new regulations aim | GOPR legisiation o everyone: understands what It
to make the use of personal data more secure than | Me2Ns. Please take the time to take part n the
e bofors. required training and read the weekly bulletins. Thank
ut
The Information Commissioner’s Office (ICO) is the o NPAT Data Prot n Officer (DPO)

If you have any questions please contact: lan Sharpe Data Protection Officer (DPO) dpo@npatschools.org
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Sharing; it’s good for the soul...

What are your top tips?

What processes can you share?

What didn’t go so well?
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