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Annex F: Table of substantive changes from previous
version (September 2022)

This table explains where we made substantive changes.

Summary

About the guidance

Paragraph 276-277

Part four

Paragraph re-ordered to flow better.

Allegations/concerns

Part one

Safeguarding information for all staff

Paragraph 13

Updated link to Behaviour in schools® guidance.

New heading and
paragraph

Part five

Organisations or individuals using school premises.

Child-on-child sexual violence and sexual harassment

Paragraph 14

New text added to raise awareness of the existing expectation
for relevant staff to understand filtering and monitoring.

Part two

The management of safeguarding

Throughout the guidance

Revised to reflect wording in behaviour guidance.

Safeguarding information for school and college staff

Para 103

Added reference to filtering and monitoring.

Revised to reflect changes in Part one

Paragraph 124

New text added to make clear staff training should include
understanding roles and responsibilities in relation to
filtering and monitoring.

Annex B

Further information

Paragraph 138

Reference to child protection policies and appropriate
filtering and monitoring on school devices and school
networks.

Children absent from
education

Revised to reflect the difference between children absent from
education and children missing education.

Forced Marriage

Reflects change in law from February 2023

Paragraph 142

Added new section referencing the new published filtering and
monitoring standards. The standards are to support schools
meet their duty to have appropriate/effective filtering and
monitoring systems in place, this is not a new burden.

Child Exploitation

New reference to multi-agency practice principles

Paragraph 144

Reference to cyber security standards.

Paragraphs 167

Updated to reference Keeping children safe in out-of-school
settings.

Paragraph 175

Clarification provided on the difference between children
missing education and children absent from education.

Paragraph 202

Additional signpost to specialist organisations for children with
special educational needs and disabilities.

Part three

Safer recruitment

Footnote 221

Clarification that it is good practice for schools to inform
shortlisted candidates that online searches will be carried out.
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Three tweaks

1. Forced marriage

2. Children missing education

3. Cyber security
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Three tweaks 1 forced marriage

A Annex B updated to refer to legal age of marriage changed to 18:

In addition, since February 2023 it has also been a crime to carry out any conduct whose

purpose is to cause a child to marry before their eighteenth birthday, even if violence,
threats or another form of coercion are not used. As with the existing forced marriage

law, this applies to non-binding, unofficial ‘marriages’ as well as legal marriages.
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Three tweaks 1 children missing education

A Children missing education -v- persistently absent children (para 175):

A Language tweak to differentiate between children missing education and
persistently absent children
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Three tweaks 1 cyber security

A Cyber security (144):

Information security and access management

144. Education settings are directly responsible for ensuring they have the appropriate
level of security protection procedures in place in order to safeguard their systems, staff
and learners and review the effectiveness of these procedures periodically to keep up
with evolving cyber-crime technologies. Guidance on e-security is available from the
National Education Network. In addition, schools and colleges should consider meeting
the Cyber security standards for schools and colleges.GOV.UK. Broader guidance on
cyber security including considerations for governors and trustees can be found at Cyber
security training for school staff - NCSC.GOV.UK.
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Three tweaks 1 cyber security

Protect all devices on every network with a properly
configured boundary or software firewall

Network devices should be known and recorded with their
security features enabled, correctly configured and kept

up-to-date

Accounts should only have the access theyrequire to
perform their role and should be authenticated to access

data and services
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Three tweaks 1 cyber security

You should protect accounts with access to personal or

sensitive operational data and functions by multi-factor
authentication

You should use anti-malware software to protect all
devices in the network, including cloud-based networks

An administrator should check the security of all
applications downloaded onto a network
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Three tweaks 1 cyber security

All online devices and software must be licensed for use
and should be patched with the latest security updates

You should have at least 3 backup copies of important
data, on at least 2 separate devices, at least 1 must be off-
site

Your business continuity and disaster recovery plan should
include aregularly tested contingency planinresponse to
a cyber attack
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Three tweaks 1 cyber security

Serious cyber attacks should be reported

You must conduct a Data Protection Impact Assessment
by statute for personal datayou hold as required by
General Data Protection Regulation

Train all staff with access to school IT networks in the
basics of cyber security
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Three changes

1. Filtering and monitoring
2. Online searches

3. Use of school premises
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Three changes 1 filtering and monitoring

A Reuvisit the 2022 changes for context:

@ilst considering their responsibility to safeguard and promote the welfare of children and \
provide them with a safe environment in which to learn, governing bodies and proprietors
should be doing all that they reasonably ca
the school 6s or collegeds | T system. As par
should ensure their school or college has appropriate filtering and monitoring systems in place
and regularly review their effectiveness. They should ensure that the leadership team and
relevant staff have an awareness and understanding of the provisions in place and manage
them effectively and know how to escalate concerns when identified. Governing bodies and
proprietors should consider the age range of their children, the number of children, how often

Qay access the IT system and the proportionality of costs versus safeguarding risks. /
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Three changes 1 filtering and monitoring

A Whatoés new this year?

~ . )\ :
(nAII staff should receive appropriate sz

training (including online safety which, amongst other things, includes
an understanding of the expectations, applicable roles and
Qesponsibilities I n rel ati on to)filterir
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Three changes 1 online searches

/In addition, as part of the shortlisting process schools and colleges should \
consider carrying out an online search as part of their due diligence on the
shortlisted candidates. This may help identify any incidents or issues that have
happened, and are publicly available online, which the school or college might
want to explore with the applicant at interview. See Part two - Legislation and the

\Law for information on data protection and UK GDPR. /

ASchools and coll eges should i nflorm shor
searches may be done as part |of due ¢
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Three changes

I use of school premises
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