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Best practice guidance - Leadership

Leadership makesdigital safeguarding and wellbeing a priority across all areas
What is your schools digital footprint?
All Staff T Keeping Children Safe in Education 2023

Engaging whole community T Four pillars: staff, parents, governors and students
Monitoring and filtering in your school T Awareness of process and how this is
achieved / reviewed

ClearDBS / SCR
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Best practice guidance - Robust reporting

School-based Reports regularly How can How can children
reporting reviewed and incidents be reach out?
actioned reported?

smoothwall.com



Best practice guidance - Policies

Rigorous online
safety policies
& procedures

Regularly review
and update
policies

Integrated with
other relevant
policies

Whole-school influencing
the development of
policies and procedures
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Best practice guidance - Staff, governors and parents

Regular training
for whole-school
community

Continued
communication

Information and
knowledge of all
policies and
procedures

Regular reviews of
the effectiveness
of the systems
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Best practice guidance e gp vk pwgf €

Curriculum for students
Flexible, relevant, engagingurriculum that promotes digital resilience, wellbeing and positive behaviours

Peer mentoring programmes in place

Links to local school networks

Regular engagingeducation of the wider school network (parents, governors, staff)
School interventions

Training record for all aspects of the community

Gf we c v KA pnhdetgdtWornyd Framework 2020X

Project Evolve
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KCSIE 2023 updates- What are they and how do they affect you?

0 14 - New text added to raise awareness of the existing expectation for relevant staff to

understand filtering and monitoring.

O«

103 - Added reference to filtering and monitoring.

O«

124 - New text added to make clear staff training should include understanding roles and
responsibilities in relation to filtering and monitoring.

0 138 - Reference to child protection policies and appropriate filtering and monitoring on

school devices and school networks.
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KCSIE 2023 updates- What are they and how do they affect you?

142 - Added new section referencing the new published filtering and monitoring
standards. The standards are to support schools meet their duty to have
appropriate/effective filtering and monitoring systems in place, this is not a new
burden.

144 - Reference to cyber security standards.

221 (Footnote) - Clarification that it is good practice for schools to inform shortlisted

candidates that online searches will be carried out.
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So what’'s Monitoring then?@?

Kh"vjg"hknvgt"ku"gwt"f ki kvececn

The member of staff
on playground duty
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DfE Technical Filtering & Monitoring Standards 2023 updates
What are they and how do they affect you?

The senior leadership team are responsible for:

0 procuring filtering and monitoring systems

0 documenting decisions on what is blocked or allowed and why
0 reviewing the effectiveness of your provision

O overseeing reports
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DfE Technical Filtering & Monitoring Standards 2023 updates
What are they and how do they affect you?

They are also responsible for making sure that all staff:

understand their role

(@4

O«

are appropriately trained

O«

follow policies, processes and procedures

O«

act on reports and concerns
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DfE Technical Filtering & Monitoring Standards 2023 updates
What are they and how do they affect you?

Senior leaders should work closely with governors or proprietors,

the designated safeguarding lead (DSL) and IT service providers

in all aspects of filtering and monitoring. Your IT service provider The DSL should take lead responsibility for

may be a staff technician or an external service provider. safeguarding and online safety, which could
include overseeing and acting on:

Day to day management of filtering and monitoring systems

requires the specialist knowledge of both safeguarding and IT 0 filtering and monitoring reports
staff to be effective. The DSL should work closely together 0  safeguarding concerns
with IT service providers to meet the needs of your setting. 0  checks to filtering and monitoring

You may need to ask filtering or monitoring providers for systems
system specific training and support.
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DfE Technical Filtering & Monitoring Standards 2023 updates
What are they and how do they affect you?

The IT service provider should have technical The IT service provider should work with the senior
responsibility for: leadership team and DSL to:
0  maintaining filtering and monitoring systems 0  procure systems
0  providing filtering and monitoring reports 0 identify risk
0  completing actions following concerns or 5  carry out reviews
checks to systems .
0  carry out checks
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DfE Technical Filtering & Monitoring Standards 2023 updates
What are they and how do they affect you?
Technical requirements to meet the standard

A review of filtering and monitoring should be carried out to identify your current
provision, any gaps, and the specific needs of your pupils and staff.

You need to understand:
0 the risk profile of your pupils, including their age range, pupils with

Special educational needs and disability (SEND), pupils with English
as an additional language (EAL)

0  what your filtering system currently blocks or allows and why
0 any outside safeguarding influences, such as county lines
0 any relevant safeguarding reports
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DfE Technical Filtering & Monitoring Standards 2023 updates
What are they and how do they affect you?

Technical requirements to meet the standard c ont ...

0 the digital resilience of your pupils

0 teaching requirements, for example, your RHSE and PSHE curriculum

0 the specific use of your chosen technologies, including Bring Your Own Device (BYOD)
0 what related safeguarding or technology policies you have in place

0 what checks are currently taking place and how resulting actions are handled
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DfE Technical Filtering & Monitoring Standards 2023 updates
What are they and how do they affect you?

0  Review annually

0  Review in light of purchases of technology

0  Review the effectiveness of the filter

0  Review the effectiveness of the monitoring system

0  Report to governors about the efficacy of the systems
(Termly)

0  Report to governors about the types of incidents being

identified through the filter/monitoring solution
(anonymous) (termly)
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Be responding to the information from these systems to
keep children safe

Checking the filtering meets the required

standards - technical
Ejgemkpi"vjg"hknvgtkpi"cpf"
requirements

Reporting to governors about the intervention programs

in effect and the impact its having on the safeguarding of
students
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Digital Safety and

Wellbeing Framework
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Qustodio for your
school families

Sign up for aFREE Qustodio
Parental Control account

(no payment details required).

smoothwall.com SmOOthwall



SMocthwy

Whole-school approach A Whole-sonoy
to digital safeguarding et?sf'éiiﬁ:!:fff"afgﬁ?°“
and wellbeing

list

Visit our stand to pick up your copy.
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Thank you.
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